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Executive summary

Pressure is growing on businesses to implement human rights due diligence (HRDD)

in order to identify, mitigate and communicate the (potentially) negative impacts of
businesses on human rights. In addition to pressures from civil society, clients and
investors, businesses are increasingly having to adopt the due diligence requirements
that are being integrated into binding legislation on sustainability reporting (CSRD)
and due diligence (CS3D). The defence industry in particular has long operated under
the assumption that government regulation and voluntary action in the field of arms
control would suffice. However, these initiatives fall short of what is required according
to international due diligence standards and in terms of the emerging legislation.

Defence companies face important challenges when attempting to implement HRDD,
due to the opacity of the arms value chain and also the fact that the most severe risks
are situated downstream, being associated with the (mis)use of weapons. Yet defence
companies are not the only ones facing challenges. In this report, we explore the ways
in which companies in three other sectors (technology, diamonds and non-energy
extractives) are trying to deal with similar challenges. Our analysis is structured
according to the due diligence processes that were identified in the OECD’s due
diligence guidelines, which are universally recognised as the “source code” for due
diligence by both companies and legislators. Specifically, these guidelines outline six
parallel processes:

1 Identifying and assessing impacts

The technology sector in particular provides some clues on how downstream risks can
be identified and assessed. Companies such as the tech firm Ericsson are quite advanced
in integrating the downstream segment of their value chain into the risk identification
and assessment phase. Specific guidance has been developed for this purpose by
consultancy firms such as Business for Social Responsibility (BSR); and the American
Bar Association’s Center for Human Rights has even developed due diligence guidance
specifically tailored to the defence industry.



2 Taking action to mitigate impacts

Based on an analysis of emerging practices in other industries, several mechanisms
could be identified through which potentially negative impacts can be prevented or
mitigated:

Contractual leverage: this involves integrating human rights safeguards into sales
contracts, licensing and service agreements, warranty documents, etc. Companies
in the tech industry, such as HPE and Ericsson, have integrated human rights
policies into their sales processes. Similar practices in the defence industry - such
as regulatory, non-re-exportation and hardship clauses - could be expanded
further by drawing on tech-sector examples.

Integration: this entails integrating human rights safeguards into sales contracts,
licensing and service agreements, warranty documents, etc. While already
effective in the defence industry through mechanisms such as mandatory
regulatory clauses, non-re-exportation clauses and hardship clauses that account
for sanctioning regimes, companies in other sectors, such as tech (e.g., HPE and
Ericsson), have also integrated human rights policies into their sales processes.

A further, yet largely theoretical, step could involve choosing the applicable law
for contracts which aligns most closely with human rights protection standards,
possibly incorporating references to UN or OECD Business and Human Rights
(BHR) Guidelines.

Working with business partners: many companies facilitate training with sales
partners on topics such as business ethics and compliance. Basic training

on human rights or responsible product use could be integrated into these
modules, and could include practical guidance on identifying clients or sales with
heightened human rights risks.

- Engaging external experts: the use of auditors and consultants in HRDD is very
common, but it presents challenges. Owing to the primarily qualitative nature
of human rights auditing, expertise is critical, but the field is still in its infancy.
The consulting practices of the “big four” have faced criticism for their narrow
focus on compliance. Smaller “boutique” consultancies could provide specialised
knowledge, but could prove to be reluctant to engage with arms companies.

- Industry and multi-stakeholder initiatives (MSI): (cross-)sectoral initiatives
effectively generate economies of scale and facilitate mutual learning. Multi-
stakeholder models add legitimacy and credibility to such initiatives by engaging
governments and civil society organisations, as has been happening in the
extractives sector and the tech industry. Key considerations include tailoring
the OECD Guidelines to the defence industry, appointing a secretariat to manage
operations, and ensuring credible, impartial, and transparent monitoring of HRDD
measures.

3 Monitoring the effectiveness of actions

Companies in the sectors we have examined commonly rely on auditors to verify the
compliance of business partners with human rights standards. In addition, we are
seeing a proliferation of digital platforms and tools to track products through global
value chains (often using blockchain). This report highlights a number of caveats that
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are connected to both practices, which include methodological challenges related to
measuring and monitoring human rights and also the fact that they have mostly been
applied in an upstream context.

Whereas companies in the defence sector are already turning to technological solutions
to resolve problems with compliance and for “know-your-customer” (KYC) screenings
(e.g., Orbis), these tools are not (yet) integrating human rights considerations -
although steps are being taken in this direction. As in other sectors, there is a healthy
degree of scepticism among defence companies about the problem-solving potential of
digital tools, summarised by the adage “rubbish in, rubbish out”.

4 Communicating due diligence

Under new EU reporting rules, large defence companies will be expected to report on
how their business model has an impact on different sustainability topics. One of these
topics specifically relates to impacts on communities. First, companies will have to
assess whether the sale or use of their goods could negatively influence aspects such
as security, privacy or freedom of expression. Second, companies will have to disclose
the policies, activities and targets they have in place to manage these impacts. Third,
companies have to disclose information about the due diligence processes they have in
place to monitor and resolve negative impacts continuously. While in theory they could
disclose that they are not undertaking due diligence, given the sensitive nature of the
industry such an approach would be difficult to sustain in practice.

5 Policy integration

According to international due diligence standards, companies should have clear
commitments from management, appoint responsible staff, establish formal due
diligence policies and processes, and communicate these policies effectively. While
some major defence companies are putting in place human rights policies, not all
of these policies are yet publicly available, and references to the UNGPs or OECD
Guidelines remain limited. As societal and investor expectations grow, defence
companies are increasingly seeking to adapt. They can look to sectors such as food
retail, where large supermarket chains are moving towards integrated due diligence
strategies.

6 Remediation

Finally, there is the question of remediation, or the efforts that companies can or
should make to “right the wrong”. When a business is directly involved in causing

or contributing to negative impacts on human rights, it has a clear responsibility to
remediate the harm or contribute to its resolution. In most cases, however, defence
companies are not those causing the harm. Instead, it is clients (and clients of clients)
who may be misusing their goods. Whereas due diligence standards such as the

UN Guiding Principles recognise that, in such cases, companies do not have a strict
obligation to contribute to remediation, it could still be a sensible thing for them to do.
For the arms industry, the issue of remediation raises a critical question: Since arms
are designed to harm, what does corporate accountability entail in this context? This



unique challenge necessitates further reflection on the extent and limits of companies’
responsibilities in dealing with such issues.
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Introduction

Human rights has long been a voluntary self-regulatory issue for corporations. Over
the past decade, this has begun to change, though, and companies are increasingly
being expected by legislators, investors and customers alike to exercise due diligence
by identifying and responding to human rights impacts throughout their global value
chains. As a result, the concept of due diligence, which is firmly embedded in soft law
(notably the UN Guiding Principles on Business and Human Rights (UNGPs)* and the
OECD Guidelines for Multinational Enterprises?), is progressively being incorporated
into hard law. A new milestone was reached in March 2024, when EU negotiators
achieved a compromise on the Corporate Sustainability Due Diligence Directive (CS3D),
which is intended to make due diligence mandatory for large companies operating in
European markets.

In a previous report, the Flemish Peace Institute highlighted the critical need

for defence companies to conduct robust due diligence to identify and mitigate
downstream risks, and the challenges they may face in this regard.: These hurdles are
inherent in the distinctive nature of the defence sector, which is characterised by the
intersection of national security imperatives, complex regulatory frameworks, dual-use
technologies, security threats, limited transparency and heightened ethical, legal and
humanitarian considerations.

In addition to a growing body of literature on the topic, responsible business conduct
received significant attention at the 2023 and 2024 Conferences of States Parties (CSP)
of the UN Arms Trade Treaty (ATT). The 2023 final report* welcomed the UNGPs and
urged further discussions on their application alongside human rights and international
humanitarian law in the context of the Treaty. While the defence industry clearly

faces important challenges in implementing due diligence, it is certainly not unique in
this predicament. Rather than justifying the curtailment of due diligence obligations,
these challenges underline the importance of a tailored approach. In the light of this,
analysing practices and lessons learned from other industries can provide valuable



insights for advancing discussions on HRDD in the arms sector. This report explores
the possible outline of such an approach, building on these insights.

Concretely, this study sheds light on the ways in which companies in three selected
sectors — the technology, diamond and non-energy extractive industries - are
attempting to meet the due diligence challenges in more and less effective ways.

We chose to focus the analysis on these sectors because they share a number of
characteristics with the defence sector or because they have made progress in finding
solutions to similar challenges faced by defence contractors. Through this analysis,
we want to be able to identify ways forward for the arms-producing and -exporting
industry in successfully implementing due diligence.

The production of this report followed a phased approach. In the first phase, we
conducted a thorough review of the relevant academic literature and secondary sources
- including NGO reports, reports by international organisations and news articles -
with the aim of understanding emerging due diligence practices in the three other
sectors identified. This literature review was further enriched by a small number of
exploratory interviews with experts on arms export controls and conflict minerals,
including representatives from NGOs and policy institutions. The entire exercise was
made easier by the authors’ extensive personal experience in analysing and supporting
the implementation of due diligence across various industries.

In the next phase, a panel of experts provided feedback on a preliminary draft of the
report during an online meeting. Finally, we conducted structured interviews with
representatives of defence companies and their suppliers, which played a key role in
shaping the final draft. This final draft was then submitted for internal review by the
Flemish Peace Institute and for external review by two experts.

In the second chapter of this report we explore the transition from voluntary due
diligence standards to binding due diligence regulations, and also the challenges
associated with implementing these standards and laws into practical due diligence
measures. The third chapter provides an assessment of the current state of due
diligence in the arms industry. The fourth chapter is the most critical, as it presents
the key findings and insights derived from a study of due diligence practices in other
industries, which offer valuable lessons and comparisons. Finally, the fifth chapter
concludes the report with a summary of our findings and some final remarks.
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Understanding due
diligence

This chapter introduces the concept of due diligence as outlined in international soft-
law frameworks. It then traces the evolution from soft law to binding legislation before
concluding with a summarised overview of the key challenges associated with the
practical implementation of due diligence processes.

1.1 Due diligence standards

While the concept of due diligence has a much longer history - for instance, in the
field of accounting and financial law - it is only with the adoption of the UNGPs in
2011 that it became associated with human rights. The UNGPs distinguish between
three “pillars”. While the first (“The State duty to protect”) and third (“Access to
effective remedy”) pillars deal primarily with the role of states, the second pillar (“II
The corporate responsibility to respect”) outlines the expectations for companies. One
of the key expectations is for companies to implement HRDD. That same year, the
OECD included due diligence as a core concept in a revised version of its Guidelines for
Multinational Enterprises.s These guidelines were later accompanied by “Due Diligence
Guidance for Responsible Business Conduct”.®

According to the OECD, due diligence involves a series of six parallel processes that are
aimed at

1 embedding responsible business conduct into company policies and management
systems;

2 identifying and assessing negative impacts;

3 taking action to prevent or reduce negative impacts;

4 tracking the results of these actions;

5 communicating about actions and results; and

6 ensuring adequate remediation for negative impacts that have occurred (see Figure 1).



Figure 1: Due diligence according to the OECD
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The UNGPs and OECD Guidelines contain two other important clarifications that are of
immediate relevance to the defence industry. First, they emphasise that due diligence
should be applied to a company’s entire value chain.? In accordance with EU legislation,
we understand a value chain as encompassing the entire lifecycle of products or
services, which includes upstream activities in a company’s supply chain, the internal
activities performed by a company and downstream activities related to the sale,
distribution and use of products and services (see Figure 2). Second, both the UNGPs
and the OECD Guidelines expect companies to carry out more extensive due diligence
when their value chains extend into conflict-affected and high-risk areas (CAHRAS).
Not only are these regions more susceptible to human rights violations, but the arms
and military equipment produced by the defence industry often play a direct role in
these violations.
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Figure 2. Upstream, own activities, downstream
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1.2 Due diligence rules

Guidelines established by the OECD, which are non-mandatory at the outset, should

be understood as political agreements between 38 member states which should require
companies to comply with the standards contained in them. Always being one step
ahead of regulation, they serve as the “source code” for legislation that requires
companies to implement (aspects of) due diligence, a trend that has increased in
recent years.° While the hardening of due diligence rules can be observed in different
jurisdictions (see, e.g., the Uyghur Forced Labor Prevention Act in the United States), it
is particularly apparent inside the European Union. Below, we outline three key pieces
of legislation and assess the ways in which they could affect the defence industry.

1.2.1 EU Taxonomy Regulation

The EU Taxonomy Regulation of 2020 provides a classification system for identifying
environmentally sustainable activities. It is a key piece of the EU’s sustainable finance
framework and it should help investors to make more sustainable investment decisions.
While primarily focused on environmental considerations, the Taxonomy Regulation
also has minimum social safeguards. Article 18(1) of the Taxonomy Regulation states
that in order for an activity to qualify as sustainable, the company carrying out this
activity must implement due diligence in accordance with the OECD Guidelines.

The Taxonomy Regulation has sparked intense debates about the stringency of the
sustainability criteria and the types of activity that can be classified as sustainable. The
defence industry, along with several other sectors (e.g., tobacco production and fossil
fuels), has been completely excluded from the scope of sustainable financing. This
could have important implications for the industry, because it could serve to strengthen
existing exclusion policies exercised by banks and investors.=



1.2.2 EU Corporate Sustainability Reporting Directive (CSRD)

The Corporate Sustainability Reporting Directive (CSRD), which entered into force

in January 2023, requires large companies (i.e., companies meeting two of the
following criteria: turnover >€50 million, balance sheet total >€30 million, >250
employees) to include a detailed sustainability statement in their integrated annual
report. This statement must expound on the “material” sustainability impacts, risks
and opportunities throughout their entire value chain, including a company’s own
operations and its upstream and downstream activities. In addition, it requires the
company’s management practices to be disclosed, including due diligence processes,
through which it seeks to manage these impacts, risks and opportunities.

For the defence industry, the CSRD has specific implications. Companies engaged in the
production of or trade in controversial weapons - such as landmines, cluster munitions,
chemical and biological weapons, and nuclear arms - are required to disclose both
these activities and the revenue derived from them. The term “controversial weapons”
refers to arms that are widely condemned for their indiscriminate and inhumane effects
and which often violate international humanitarian laws and raise significant ethical
concerns.” Beyond financial transparency, companies must also report on the broader
impact of their activities, including how the sale and use of weapons might affect
communities. They must also report on any measures they have taken to mitigate the
negative impacts on these communities.

1.2.3 Corporate Sustainability Due Diligence Directive (CS3D)

In March 2024 EU negotiators reached a deal on the CS3D, which will require large
companies (a phased approach, with the lowest threshold set at >1,000 employees and
a turnover of >€450 million) to develop and implement due diligence policies that
identify and mitigate adverse human rights impacts. Companies that cause adverse
impacts on human rights or the environment and which have failed to carry out
adequate due diligence can be held liable in a court of law.

While many observers were disappointed with the compromise deal, which was
significantly watered down compared to earlier proposals, it is still a groundbreaking
piece of legislation from a global perspective. Nonetheless, the CS3D deviates in a
number of ways from international due diligence standards. Of particular relevance to
this report is the fact that it excludes downstream impacts related to the sale and use
of products and exempts products covered by national export controls (which include
weapons, munitions, war materials and dual-use goods). With this exemption, the EU
has seemingly confirmed the position that export controls suffice to assess the risks to
human rights.»

However, it should be noted that the CS3D does cover the upstream part of defence
companies’ value chains, which will oblige large defence companies to implement
HRDD processes. It is also noteworthy that EU and US defence companies sourcing
so-called conflict minerals are already required to implement due diligence processes
in their upstream supply chains under the EU Conflict Minerals Regulation and the
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US Dodd-Frank Act Section 1502, respectively (see the introduction to chapter 4).
Consequently, many defence companies have already embarked on the due diligence
journey, or are soon to be required to do so.

1.3 (Downstream) due diligence: challenges for
corporate practice

While due diligence has been intensely debated in the academic literature, evidence of
the way companies are putting due diligence into practice remains thin. Moreover, the
available research mimics the regulatory bias towards upstream (supply chain) due
diligence, to the detriment of downstream due diligence. Nevertheless, a number of
challenges can be identified that are common to all companies attempting to implement
HRDD. These challenges stem from the complexity of value chains and regulations and
also from matters related to companies’ resources and the leverage they exercise over
business partners.

Challenge 1: Complex and opaque value chains

The global expansion of production and intense specialisation have led to the
development of exceedingly complex global value chains (GVCs). A wide array of goods
and services now emerge from an extensive network of interactions involving countless
companies operating across the globe.s Many GVCs are characterised by various layers
of subcontracting, diverse regulatory environments and a multitude of labour practices.
This complexity is compounded by the fact that companies operating across GVCs can
have a strategic interest in maintaining opacity.* The diamond industry, for instance,
has sometimes been criticised for finding comfort in the opacity of complex supply
chains to avoid associations with issues such as money laundering, corruption or
adverse human rights impacts associated with diamond mining.*

While establishing visibility in the upstream segments of a value chain can be
challenging, understanding the downstream segments of a value chain can be even
trickier. Once a product or a service is sold in an open market, a company’s ability to
monitor that product or service may be diminished. And even if safeguards are in place
to oversee the initial sale, if a company is not dealing with a controlled substance it
often has little control over how clients decide to use a product, or over its resale, reuse
or repurposing.®

In the specific case of the defence industry, arms deals often involve a high degree of
confidentiality, frequently involve intermediaries, and they often take place in regions
characterised by limited transparency. Pointing to national security justifications, many
governments do not allow for arms revenues and expenditures to be examined. The
level of parliamentary oversight of arms transfers, for example, varies widely between
countries.” This opacity can obscure the ultimate end-users and the specific purposes
for which arms are intended, which in turn increases the risk of diversion to illicit
markets or for unauthorised uses.*®



Challenge 2: Regulatory complexities and a lack of clear guidance

Companies need to understand and navigate an exceedingly complex patchwork of
regulations and norms across jurisdictions and sectors. While a growing number of
standards and guidelines exist that can support companies in their due diligence
processes, there is a lack of clear and actionable due diligence guidance for companies
in the arms industry - although initial steps have been taken in this direction.
Moreover, existing guidance focuses predominantly on supply chains, while overlooking
downstream due diligence.

The arms industry is covered by a patchwork of treaties, national laws and regional
agreements. Navigating this complex regulatory environment demands significant legal
expertise and resources, rendering compliance a challenging undertaking.?° Currently,
some 35 regional and international arms control and disarmament agreements are in
force worldwide.* In addition, the need for arms transfer controls flows from general
international law, specifically international humanitarian law and international human
rights law. Incorporated into national legislation, these regional and international legal
obligations give rise to government controls on the trade of both conventional arms
and dual-use goods and technologies. In addition, informal multilateral forums seek to
harmonise the control systems of participating states.

The ATT is the main binding multilateral instrument for the trade in conventional
arms, while the Wassenaar Arrangement helps to shape the control systems related
to such arms and dual-use goods and technologies - among other measures by
establishing lists of items that should be subjected to government controls. State
parties to the ATT must therefore organise export controls based on risk analyses
that may or may not result in the granting of export licences. A key element in these
assessments is determining the end-use and end-users of exported products. To this
end, many countries require those companies applying for export licences to submit
authorised end-use certificates.

In addition, companies must abide by multilateral arms embargoes of, for example, the
UN and the EU, and specific trade sanctions such as those currently imposed on Russia
and Belarus by the US, the EU and like-minded states.

At the regional level, the EU has the most elaborate legal framework to control transfers
of arms and dual-use goods. For example, the EU Common Position 2008/944/CFSP
regulates the control of exports of military technology and equipment, Directive
2009/43/EC lays down the conditions for intra-EU transfers of defence-related products
and EU Regulation 2021/821 (EU Dual-Use Regulation) establishes a regime for the
control of exports, brokering, technical assistance and the transit and transfer of dual-
use items.

Varying from country to country, administrative procedures regarding export controls
can pose a significant challenge, especially for SMEs that do not specialise in defence
products. This applies not only to obligations vis-a-vis governments, but also to the
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screening procedures of financial institutions whose regulatory compliance with respect
to defence-related transactions is not satisfied by export licences alone.

Challenge 3: Capacity and leverage

Incorporating HRDD into company operations necessitates investments in expertise,
management systems, stakeholder engagement, remediation and continuous
improvement. These investments might pose barriers for companies, most notably for
smaller companies with limited resources. Resources and capacity matter for another
reason too: companies with significant resources and strong capacities are generally
in a better position to exercise leverage over their business partners. While exercising
leverage over upstream business partners (suppliers) is already difficult, companies
may find their leverage over downstream business partners to be reduced even further.

Understanding due diligence
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(Downstream) due
diligence in the defence
industry

Governments’ export licences do not protect defence companies adequately from
multiple risks threatening their business interests. These risks occur in the financial,
regulatory and legal spheres, and the trends of the past few years suggest that they are
likely to increase.® Despite some signs of growing awareness of the need to assume
responsibility for the human rights impact of its activities, including through exercising
HRDD, the defence sector continues to lag behind most other industries.>

This chapter delves into the financial, regulatory and legal incentives that motivate
defence companies to implement HRDD. It highlights the increasing scrutiny by
stakeholders, including the public and investors, together with the implications of
legislative frameworks and legal accountability. In addition, the chapter examines the
existing HRDD practices in the defence industry. Here, it emphasises the necessity
for comprehensive due diligence that goes beyond mere compliance with government
controls and explores proactive strategies to mitigate human rights risks associated
with arms exports.

2.1 Financial, regulatory and legal incentives for
exercising human rights due diligence

Defence companies face growing scrutiny by the public, media and civil society
organisations, which can lead to reputational damage.? This trend is mirrored in
increased shareholder activism and in ethical investors’ excluding the defence industry
from their portfolios.>® Some investors have also mandated defence companies to
report on their human rights impact and due diligence. Alternatively, investors are
implementing HRDD programmes of their own.# Furthermore, banks and financial
institutions are increasingly incorporating human rights considerations into their
lending and investment decisions, urged as they have been to do so by legislators. This
is the case with the EU Taxonomy Regulation (see chapter 2) and with civil society
watchdogs reporting on the services they provide to companies in the defence sector.=
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In short, defence companies failing to conduct HRDD are increasingly facing barriers to
entering certain markets or to accessing finance.

Human rights and related due diligence are also gaining ground in the regulatory
domain. For example, human rights and international humanitarian law considerations
have led governments, including the United Kingdom, Canada and Belgium,® to
rethink some of their controversial arms export policies, with potentially important
implications for the defence industry. Earlier, we have also seen that the concept of
HRDD has become increasingly embedded in legislation that does not specifically target
the defence industry but has direct implications for the industry, as in the case of the
EU CSRD.

In addition, arms exporters face potential legal challenges, including criminal liability,
for failing to comply with human rights and humanitarian law standards codified

in domestic and international arms trade regulations. To the best of the authors’
knowledge, there are no cases to date in which arms exporters have been convicted
for licensed transactions unless there is evidence of misuse of licences or fraudulent
application. However, legal experts caution that defence companies could face legal
liability for inadequate due diligence, even if a particular export is covered by a valid
licence, due to evolving interpretations of domestic and international regulations
governing arms trade and human rights compliance.* Furthermore, European courts
have annulled or suspended arms export licenses in cases brought by civil society
groups, while similar cases are still pending in various countries in the EU and in the
US.* Finally, several arms companies and their officers have been accused of illegal
arms sales, with recent convictions in Germany and cases pending in other countries.

Due diligence is a proactive approach to managing these risks because it allows
companies to identify, assess and mitigate risks associated with their products and
services. By conducting thorough HRDD, defence companies can defend themselves
against legal risks proactively, improve their reputation and secure financial benefits.
In other words, they should treat HRDD not merely as a regulatory requirement but as
a strategic imperative they must embrace to navigate the exceedingly complex ethical,
regulatory and commercial context of the modern defence sector.

The ethical implications of arms manufacturing and sales are profound and
multifaceted. The defence industry operates in a landscape marked by significant moral
complexities, where decisions about arms sales can affect human lives and regional
stability directly. While the ethical considerations of exporting weapons to countries
with a history of human rights violations may seem clear-cut, in reality there are many
“grey zones”.

These grey areas often involve sales to governments engaged in counter-terrorism
operations or those asserting their right to defend national sovereignty, which can be
framed as legitimate military actions. However, the distinction between legitimate
and illegitimate use of force is often subjective and influenced by political, social and
historical contexts. Questions arise about who determines the legitimacy of a conflict

(Downstream) due diligence in the defence industry

/

20\ 59



or the acceptability of casualties. Is it solely the responsibility of the state receiving the
arms or do manufacturers bear some moral obligation to scrutinise the potential end-
use of their products?

This conundrum presents significant ethical challenges for defence companies,
because they are required to navigate competing narratives about justice, sovereignty
and human rights.3 An ethical framework for assessing these risks must consider
not only the immediate context of the sales but also the broader implications of the
arms trade on global peace and security. The potential for complicity in human rights
abuses creates a pressing need for defence companies to engage in deep reflection
and discourse about their role in these complex issues. However, it is important to
emphasise that the responsibility for making such assessments does certainly not
fall solely on the companies; instead, it is a shared responsibility between states and
companies, one requiring coordinated efforts to ensure ethical decision-making and
accountability in the arms trade.

This understanding prompted the American Bar Association Center for Human Rights to
issue an HRDD Guidance for the defence industry in 2022, drawing on the UNGPs, the
OECD Guidelines for Multinational Enterprises and the OECD Due Diligence Guidance
for Responsible Business Conduct as its primary sources.3

2.2 Existing practices

A survey conducted in 2018 by Amnesty International, along with the Flemish Peace
Institute’s 2023 report on due diligence and corporate liability in the defence industry,
demonstrated that major arms companies have policies that refer to human rights.3s
These policies are codified under titles such as “Human Rights Policy”, “Code of
Conduct (CoC)” and “Code of Ethics and Business Conduct”. They focus primarily on
upstream supply chain risks and issues related to the companies’ own employees rather
than on the risks associated with the sale and use of their products. When asked about
specific arms sales and their human rights impacts, the surveyed companies often
referred to legal compliance and government responsibilities.

A recent review has identified tentative language in the human rights policies of some
major players regarding the potential adverse downstream impacts of their activities.3®
A small number of defence companies have begun to clarify aspects of their due
diligence, such as excluding sales to undemocratic regimes, “sensitive countries” or
customers with an unacceptable human rights risk profile. However, public availability
of detailed information on due diligence standards and practices in the defence industry
remains limited. Respondents from the defence industry confirm that these aspects of
due diligence are common practice.¥

Moreover, these same respondents indicate that the most significant risks often lie
with the brokers involved in arms transactions. Consequently, due diligence practices
frequently focus on compliance checks on individuals and companies - particularly
their beneficial owners — and sanctions lists. This approach, however, tends to
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overlook the broader spectrum of human rights risks associated with the end-use of
their products. Such risks can manifest in various forms, including the potential for
weapons to be used in armed conflicts against civilian populations or in the repression
of political dissent. Companies face complex ethical and political dilemmas in assessing
these risks.

While established frameworks and red flags exist in other sectors, the lack of similar
clear guidelines for arms exports presents challenges for these companies. One such
framework, is the OECD Due Diligence Guidance for Responsible Supply Chains in
the minerals industry, which outlines specific risk indicators such as sourcing from
conflict-affected areas, the involvement of corrupt intermediaries and historical ties
to human rights violations. This gap emphasises the necessity for a more nuanced
approach to HRDD, one that enables defence companies to make informed decisions
while recognising the inherent ethical dilemmas they encounter.

To assess human rights impacts, companies would need to engage with a range of
indicators, including the political context of the purchasing country, the nature of the
regime in power and prior instances of human rights violations associated with similar
products. Red flags may include sales to countries with documented histories of using
force against civilians or to regimes known for suppressing freedom of expression and
assembly. Failure to deal with these considerations adequately can inadvertently lead
arms companies to contribute to human rights abuses, which underscores the need for
comprehensive due diligence that extends beyond mere compliance to include proactive
measures aimed at preventing potential harm.

Despite these considerations, the global defence industry often operates under the
assumption that government controls - typically encompassing export licensing
procedures - satisfy the obligations for arms-exporting companies to conduct due
diligence regarding human rights and international humanitarian law risks related to
their products. Consequently, references to defence companies actively engaging in
meaningful downstream HRDD are less prevalent.

The Norwegian defence contractor Kongsberg is considered an interesting example

of good practice.® In its 2023 human rights report, the company describes its aim to
take a 360-degree view of its entire value chain to understand the actual and potential
risks through human rights impact assessments. The company acknowledges its
responsibility to undertake such evaluations independently of government export
controls. Kongsberg states further that its due diligence process aligns with the OECD
Guidelines for Multinational Enterprises®.

More indirect references to downstream HRDD in the global defence industry are about
due diligence checklists for arms exporters issued by government authorities. Examples
include a questionnaire from the Canadian Commercial Corporation,+ which helps
companies to secure contracts with foreign governments, and the Internal Compliance
Program (ICP) of the Strategic Goods Control unit of the Flemish government, which
provides HRDD guidance to arms and dual-use goods exporters. The Flemish ICP



emphasises that HRDD is an industry responsibility in interaction with but separate
from government export controls.4 ICP guidance specifically in relation to dual-use
goods has been issued within the framework of the Wassenaar Arrangement,+ the EU*
and at the multilateral level.+

Other governments have also recognised that the arms industry should not be
exempt from its responsibility to respect human rights and to implement HRDD, as
described in the UNGPs and the OECD Guidelines. This is highlighted, for instance, in
a working paper submitted by Austria, Ireland and Mexico to the Conference of States
Parties to the ATT in August 2023 (CSP9): the paper recommends keeping HRDD by
defence companies on the CSP agenda for elaboration in the future.* In response, the
conference adopted the decision to welcome the UNGPs and encourage “States Parties
and other stakeholders to continue discussions on how the UNGP, Human Rights and
international humanitarian law instruments apply in the context of the Arms Trade
Treaty, as appropriate”.+

These discussions open up new perspectives on integrating HRDD into the arms
industry, but they also highlight the significant challenge of navigating this relatively
new and complex theme. As stakeholders grapple with ways to implement these
principles effectively, analysing and identifying practices and lessons learned from
other sectors can provide valuable insights for advancing these discussions in the arms
industry.
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Lessons from other
sectors

In this chapter, we examine the ways in which companies in three sectors other than
the defence industry engage in due diligence. After introducing the rationale for
including the technology, non-energy extractives and diamond industries, we discuss
the emerging due diligence practices in these sectors in relation to each of the due
diligence processes identified by the OECD (see Figure 1).

Technology industry. Technology companies have experienced growing pressures

to deal with adverse human rights impacts in their value chains. In the upstream
segment, the spotlight has long been on the human rights implications of resource
extraction (contributions to armed conflict, but also forced labour and child labour

in mines), although recent years have also seen growing scrutiny of the working
conditions in technology manufacturing (e.g., exposure to toxic chemicals in electronics
factories). Regarding downstream impacts, issues often relate to the (mis)use of

digital technologies. For instance, while surveillance technology can support legitimate
national security measures, it also poses risks to personal freedoms.+ In addition,
telecom providers or social media companies operating in countries with politically
repressive regimes may inadvertently facilitate human rights abuses. This evolving risk
landscape has led some technology firms to broaden their due diligence to include a
focus on downstream impacts.

Non-energy extractives. Companies sourcing minerals risk contributing to human
rights violations as the proceeds of mineral resources in some regions fuel conflicts.
The pressure to create conflict-free supply chains of the minerals tin, tantalum,
tungsten and gold (3TG) mounted when the UN Group of Experts on the Democratic
Republic of Congo (DRC) released its final report in 2010, which illustrated in detail
how both rebels and the national army were profiting from the mineral trade.«® The
UN Security Council subsequently expressed its support for the Group of Experts’ due
diligence guidelines.# Still in 2010, US president Barack Obama passed a provision

on conflict minerals from the DRC and adjoining countries as part of (namely Section
1502) a Wall Street reform law referred to as the Dodd-Frank Act.>® The Act imposes



due diligence obligations on businesses that trade on US Exchanges and are implicated
in the supply chains of tin, tantalum, tungsten and gold (3TG), the four main metals
extracted from eastern DRC ores.> Subsequently, the OECD, in 2011, issued its Due
Diligence Guidance for Responsible Supply Chains of Minerals from CAHRAs.5

The OECD Guidance helps companies to implement responsible business conduct
standards in their mineral supply chain and to prioritise the severe risks associated
with mineral production and trade. In addition to serious human rights abuses, the
Guidance responds to the risks associated with the involvement of non-state armed
groups in mineral extraction and trade, dealings with public or private security forces,
bribery and money laundering, and fiscal non-compliance. In 2017, the EU made the
implementation of five steps (excluding step six, which is remediation) of the OECD
Guidance a legal requirement for certain EU importers of 3TG through the Conflict
Minerals Regulation.>* Meanwhile, more than half of all companies in the global
minerals industry are reported to demonstrate some level of uptake of the Guidance.*
They have pooled resources in industry-wide initiatives, while a well-resourced and
highly functional secretariat at the OECD ensures intensive follow-up. It should be
noted, however, that the industry still faces serious challenges with regard to value
chain transparency. As a result, upstream due diligence in producing countries is poorly
implemented.

Diamond industry. Around the turn of the millennium, amid negative media coverage
on “conflict” or “blood diamonds” and UN Security Council embargoes on uncertified
diamonds from war-torn Angola, Sierra Leone and Liberia, the diamond industry

was challenged to develop a global control regime that would reassure consumers

of the conflict-free nature of its image-sensitive product.® This regime was created
through multi-stakeholder negotiations launched in 2000, which involved the industry,
governments of diamond-trading countries and civil society. Named after the South
African town where diamond mining major De Beers was founded in the 19th century,
these negotiations became known as the Kimberley Process (KP).

The KP proved to be the first major push for transparent and ethical business practices
in the global diamond sector and soon evolved into a multilateral trade regime. It does
not have formal treaty status like, for instance, the ATT, but it does have legal force
since participating countries must pass into law domestic legislation to establish a
system of internal controls.s” These controls underpin the certification of exported
diamond parcels as “conflict-free”, with “conflict-free” narrowly defined as “not used
by rebel movements to finance conflict”. Resting on the agreement of participants not
to trade diamonds with non-participants and only to allow trade in certified stones, the
KP functions through working groups - for example, those on monitoring and statistics
- and bi-annual meetings, which results in consensus-based decisions being adopted
formally by the KP Plenary.

The diamond industry offers a good example of the way state export controls and HRDD
are mutually reinforcing. Diamond-mining majors and leading retailers introduced due
diligence systems in the industry as a complement to the KP.s® They realised that the
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KP’s scope was too narrow to meet consumer expectations and therefore they created
their own ethical sourcing protocols, which cover human rights and environmental
standards.® Those company-specific self-regulatory due diligence systems are
complemented by the Responsible Jewellery Council’s certification mechanism, an
industry initiative catering to the entire supply chain.® This means that a large part of
the diamond pipeline, from mine to retail, is covered by auditable responsible business
conduct schemes.

However, challenges remain throughout the global diamond value chain, which is
characterised by the contrast between its fragmented midstream segment, with high
levels of consolidation at both ends of the diamond pipeline, where five mining majors
account for about 70% of global production, and large retail groups account for more
than one-third of all sales to consumers.® The opaque midstream of thousands of
traders, cutting and polishing outfits, and manufacturers across the globe needs more
transparency as it remains vulnerable to illicit diamond flows and money laundering.®
Finally, the sector as a whole would benefit from the more substantive and credible
auditing of its due diligence systems.%

In the following sections, we discuss the key lessons that can be gleaned from these
other sectors, and we assess their transferability to the arms industry.

3.1 Identify and assess impacts

While it is sometimes assumed that a full and detailed understanding of a company’s
entire value chain (including the names and addresses of all the actors involved in it)

is a prerequisite for identifying (potential) adverse impacts, the OECD emphasises that
companies should start with a “broad scoping exercise” to create a “high-level picture”
of their value chain and to identify general risk areas.®

Across all three sectors, risk assessments in the context of due diligence processes

have mostly focused on upstream (supply chain) risks. However, a small number

of companies in the technology industry have adopted a more holistic value chain
approach. In the coming years, this trend will probably be reinforced by new reporting
rules (notably the European CSRD) which will require companies to identify and
disclose sustainability impacts across their entire value chain and to report on how they
are managing these impacts.



Figure 3: Due diligence according to the OECD - step 2 ‘identify and assess impacts’.
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ZOOMING IN: Ericsson’s 5G impact assessment

In March 2021, Ericsson initiated a pioneering drive to evaluate the human rights implications of the
roll-out of 5G technology. The company's comprehensive assessment was developed in collaboration
with Shift, a leading human rights centre of expertise. It involved extensive research and consultations
with both internal and external stakeholders. Several methodological challenges had to be overcome,
such as the broad scope of 5G's applications and the multitude of potentially affected stakeholders,

in addition to the highly dynamic nature of emerging technologies. This approach led to a wide

range of human rights impact areas being identified in relation to Ericsson's downstream value chain.
Prominent areas include the job market impacts of automation and Al, the health and safety risks of
5G infrastructure deployment, the privacy and data security risks, ethical concerns about surveillance
capabilities and network shutdowns, and ensuring equitable access to 5G technology to avoid
exacerbating societal inequalities.

Once a more high-level picture of (risks across) a value chain has been obtained,
companies should proceed towards a more granular risk assessment of specific
activities and business relationships. Here, companies will typically consider a number
of parameters:

1 Location risks. Some countries and regions are considered to be more at risk than
others. To assess location risks, companies often rely on databases and indices
such as the World Bank’s Worldwide Governance Indicators Worldwide Governance
Indicators® for governance quality, the ITUC global rights index® for labour rights

a https.//www.worldbank.org/en/publication/worldwide-governance-indicators
b https.//www.etuc.org/sites/default/files/press-release/file/2023-06/ITUC-Global-Rights-Index-2023.pdf
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or the list conflict-affected and high-risk areas?, commissioned by the European
Commission.

2 Risk management practices of business partners. To assess the extent to which
business partners respect human rights, companies can carry out their own
assessments based on desk research or supplier questionnaires, or they can rely on
the services of specialised companies (see section 3.4.2). The screening of business
partners should focus not only on whether the business partner has previously been
linked to adverse human rights impacts, but also on whether the business partner
has adequate due diligence systems in place.

3 Risks tied to the nature of a product or production process. Some activities
and production processes are more closely associated with human rights risks.
Examples include activities that rely on a large and unskilled workforce (e.g. apparel
production); activities that involve the extraction of high-value “point resources”
such as gold and coltan; and activities that involve vulnerable (migrant) workers
(e.g., horticulture).

Risk assessments of upstream business partners are becoming increasingly common,
and an entire industry has emerged to support companies with such assessments.
Meanwhile, assessments of downstream business partners in the context of due
diligence remain scarce. BSR, a sustainable business network and consultancy firm,
has developed a guide which outlines some of the questions that companies need to ask
when assessing risks in their downstream value chain.®® HP Enterprise and Ericsson
provide good examples of companies that are undertaking efforts to integrate human
rights into their downstream business relationships (and more specifically into sales).

ZOOMING IN: Integrating due diligence into sales — the experience of the tech sector

Ericsson has integrated due diligence into its sales process through its Sensitive Business Framework.
All sales opportunities are reviewed to flag high risks across four checkpoints: product risks (what
technology is being sold); use risks (what is the product's intended use); client risks (who is the potential
buyer), and country risks (where will the technology be used). Any sales opportunities that reach

a certain threshold of combined risk across these checkpoints must be screened by the Sensitive
Business Core Team. The decision can be to approve a sales engagement with or without conditions or
to reject it outright. For instance, for products with heightened risks, greater restrictions can be placed
on selling into high-risk regions.®”

HP Enterprise (HPE), a global technology company that provides a wide range of enterprise-level
solutions, has similarly integrated human rights considerations into its sales processes. Specifically,
HPE screens sales opportunities by assessing the degree, nature and probability of risk, based on
KYC principles (notably existing human rights allegations), geography, product and intended use
(including heightened attention for surveillance-enabling technologies). Where this screening reveals
obvious risks, it can lead to the inclusion of sales conditions, or even to the outright rejection of sales
opportunities.®®

a https://www.cahraslist.net/cahras
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Other interesting practices can be observed when we expand our scope beyond human
rights. Companies in different sectors are expected to put in place KYC procedures to
assess risks related to financial crime. According to BSR, KYC procedures could be an
interesting starting point for integrating human rights considerations.® In the financial
sector, for instance, there are growing calls for banks to integrate Environmental,
Social and Governance (ESG) risks into KYC processes.” Of the three sectors included in
this report, the diamond industry is undoubtedly the one where KYC processes are most
established.

ZOOMING IN: KYC and human rights in the diamond industry -a work in progress

An example of good practice in KYC risk screening can be found in the diamond trading hub Antwerp.”*
The industry's representative body, the Antwerp World Diamond Centre (AWDC), provides all
registered diamond dealers with a free tool to identify any risks related to their customers and business
relationships. This helps its members to comply with anti-money-laundering legislation. The tool is the
Bureau van Dijk”2 database, which is continuously updated by business intelligence providers across
the globe and provides ratings based on risk indicators. The database includes identifying information
on directors and beneficial owners. It checks whether they or their company appear on sanctions or
enforcement lists or in adverse media, whether they are politically exposed persons, and whether the
company is based in high-risk countries.

In 2023, and together with one of the authors of this report, AWDC screened the market to see if there
were any KYC solutions that integrated considerations related to human rights and environmental
impacts. The key findings that emerged from this screening were: (1) that mainstream KYC solutions
such as Bureau van Dijk do not yet offer comprehensive risk solutions, and (2) that the existing tools
for undertaking sustainability screenings of business partners were primarily focused on upstream
suppliers and are not yet ready to accommodate the specific realities of the diamond industry.

Many companies will face a wide range of actual and potential adverse impacts.
According to the OECD, when it is not possible to respond to all these impacts
simultaneously, companies should prioritise them based on their severity and, in
the case of potential impacts, their likelihood.” Severity is assessed using three key
parameters:

1 Scale: Scale refers to the gravity of a (potential) impact. For example, the loss of life
is considered far more severe than instances of petty corruption. This parameter
helps companies to gauge the seriousness of an impact by considering the magnitude
of the harm caused.

2 Scope: Scope refers to the reach or extent of a (potential) adverse impact. For
instance, large-scale violations of humanitarian law are considered to be more
severe than a single incident, such as one murder committed with an unregistered
firearm. This parameter assesses how widespread the impact is and how many
people or communities are affected by it.

3 (Ir)Remediability: Remediability refers to the ease with which a situation can be
reversed to its state before the adverse impact occurred. For instance, environmental
pollution from an oil spill is often seen as less remediable than damage to a building,
which can be repaired relatively quickly and easily. This parameter helps companies
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to understand the long-term implications of a particular impact and the challenges
associated with restoring the original conditions.

Applying these parameters in practice is not an easy exercise, as it involves navigating
complex ethical considerations and measurement challenges. Companies must weigh
the moral implications of their decisions, often dealing with subjective judgments about
the relative severity of different impacts. In addition, accurately measuring the scope
and scale of potential impacts can be difficult, especially in situations where data are
limited or where the impacts are not immediately apparent.

Identifying impacts: relevant lessons for the defence industry

In the sectors we examined for this study, the focus of HRDD has so far been mainly
on upstream supply chains, which many defence companies are also (somewhat)
familiar with due to their experiences with the implementation of conflict mineral reg-
ulations in the US and the EU. However, a number of frontrunner companies, such as
Swedish tech firm Ericsson, are already quite advanced in developing practices that
include the downstream part of their value chain in the risk identification and assess-
ment phase. Consultancies such as BSR offer practical tools for this, while the Amer-
ican Bar Association Center for Human Rights has provided guidance to the defence
industry, including recommendations for every step of downstream HRDD.

In the global defence industry, some major players have included language in their
human rights policies that hesitantly acknowledges the potential adverse impacts
associated with the sale and use of their products. It is to be expected that new re-
porting rules, such as the EU CSRD, will require defence companies to articulate their
downstream risks more explicitly.

The technology and communications sector, in particular, offers them examples of
how to identify and assess those risks. Defence companies can also use the tools de-
veloped in other sectors to assess risk parameters such as geographic location and
risk management practices of business partners, as part of their customer vetting pro-
cedures. Many of them reportedly use the Orbis (formerly Bureau Van Dijk) database
to screen customers, a tool that is also widely used in the diamond industry. Moody's
Analytics, the parent company of Orbis, is said to be in the process of developing a
module that will allow users to check the ESG performance of their clients for the pur-
poses of compliance with the EU CSRD.
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3.2 Taking action to prevent or minimise impacts

Having identified and prioritised (potential) adverse impacts, companies are then
expected to develop and implement mitigative actions. The type of action a company is
expected to take varies based on its involvement in an impact. When companies directly
cause impacts themselves, they should take immediate action to end and remediate

the impact. For this report, we are mainly interested in instances where a company is
(potentially) linked to impacts through a third party that is misusing its products. In
this kind of situation, due diligence standards expect companies to exercise leverage to
ensure that the third party takes mitigative measures to prevent, mitigate or remediate
negative impacts.” Leverage can be understood as the ability of a company to influence
changes in the operations or practices of a third party. It can be derived from different
sources and exercised in multiple ways.”

3.2.1 Contractual leverage

The primary way in which companies traditionally seek to exercise leverage over
business partners is through contracts. In the case of upstream risks, a growing
number of companies are adopting a supplier CoC that contains expectations in
domains such as ethical business conduct, environmental responsibility and human
rights. Under the new European CS3D, companies will be required to have a CoC in
place and to seek contractual assurances from business partners that they will adhere
to it.

Figure 4: Due diligence according to the OECD - step 3 ‘cease, prevent or mitigate impacts’.
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While a CoC can be an important tool with which to communicate a company’s

values and commitments to business partners, its effectiveness hinges on (1) the
implementation of robust verification mechanisms and (2) appropriate responses to
instances of non-compliance.”® Ideally, therefore, the CoC should contain a description
of the way compliance with it will be monitored, and also of the consequences of non-
compliance - which could include the possibility of terminating the relationship.

In the context of downstream due diligence, contractual leverage would imply that
companies integrate human rights safeguards into sales contracts, licensing and service
agreements, warranty documents, etc. Such safeguards and controls could include
stipulations such as defining a product’s intended use, restrictions on the resale of the
product or requiring clients to impose sales restrictions on their clients.”

ZOOMING IN: HPE enterprise partner code of conduct’®

Many large tech firms rely on partners for the sale and distribution of their products. In most cases,
(potential) adverse impacts are not located at the level of these partners but further downstream. For
this reason, in addition to having adopted a supplier CoC, HPE Enterprise has also adopted a “Partner
CoC"in which it outlines its expectations of its partners (which include distributors, resellers and agents).
Among other things, partners are expected to take “reasonable steps to ensure that customers use HPE
products responsibly and avoid sales to those who intend to use HPE products in a manner that might
infringe on the human rights of any individual’, and to establish “procedures for appropriate risk-based
due diligence on third parties”.

3.2.2 Disengagement

When assessments reveal human rights concerns in relation to new business partners
or opportunities, deciding against partnership may be wise. The decision-making
process is often more complicated for existing business relationships, though: the
strategic or commercial significance of the relationship may make it impractical to

end it. Moreover, as demonstrated by conflict minerals legislation, abruptly severing
business ties can inadvertently harm human rights. This insight supports the principle
found in due diligence standards and in European legislation that disengagement can be
only a very last resort, when all other efforts to exercise leverage have failed.

ZOOMING IN: Disengagement- the experience of conflict minerals

Section 1502 of the Dodd-Frank Act encourages increased scrutiny of conflict financing through the
proceeds of the mineral trade in the African Great Lakes region. Consequently, most international
mineral traders stopped sourcing minerals from the DRC altogether, a phenomenon referred to in

the region as a "de facto embargo”. As a result, an estimated 2 million people experienced dire socio-
economic consequences, including reduced income, increased theft, a sharp decline in all local trade,
an increase in school dropouts, etc.79 Another consequence was that the Congolese army and police
took advantage of the situation to intensify their illegal mining activities.

However, when business partners consistently ignore efforts to deal with and mitigate
risks, disengagement can become unavoidable. Moreover, the severity of some

(potential) human rights impacts may warrant immediate disengagement.® Finally, a
credible threat of disengagement can itself act as a lever to influence partners towards



positive change. This is also why the option to terminate a partnership is often included
in a supplier CoC.

The available evidence on disengagement mostly relates to upstream business partners.
For instance, Nestlé has previously severed ties with Indonesian palm oil producers
over concerns related to land-grabbing and human rights abuses.® And tech giant
Apple has repeatedly severed ties with suppliers over allegations of forced labour and
child labour.2 Evidence on disengagement from downstream business relationships
due to human rights considerations is rare, though. Such disengagement could take the
form of the cessation, suspension or refusal of services or sales if misuse is suspected.®
A number of cases exist in the financial sector. For instance, in 2021, several major
European lenders decided not to finance the construction of the Total-SE-sponsored
East African Crude Oil Pipeline due to human rights and environmental concerns.®

ZOOMING IN: Ending an existing business relationship-the case of Newtec

In November 2018, Newtec, a Belgian satellite company, faced mounting pressure after being
included in a “dirty list" compiled by the Burma Campaign UK, which identifies companies with ties
to the Myanmar military. This scrutiny stemmed from Newtec's business dealings with Mytel, a
telecommunications operator in Myanmar partially owned by the military, amid allegations of human
rights abuses, particularly against the Rohingya minority. Headquartered in Sint-Niklaas, Belgium,
Newtec specialises in satellite communication technology, striving to bridge connectivity gaps in
underserved regions globally. With growing concerns over its association with Mytel and potential
complicity in human rights violations, Newtec announced its decision to sever ties with Mytel in
August 2019.86 This case underscores the necessity of effective due diligence, recognising that in
certain instances terminating existing business relationships becomes imperative, especially when the
business partner is directly involved in human rights abuses and shows no indication of reforming its
practices.

3.2.3 Working with business partners

The standard practice for upstream due diligence is for companies to adopt a supplier
CoC and then to monitor compliance with this CoC through audits (see section 3.4).
When instances of non-compliance are identified, business partners will be expected

to implement “corrective actions”. But there is growing consensus that this top-down,
“policing style” approach to due diligence has clear limitations.® For instance, it could
end up encouraging superficial compliance or lead to the root causes of non-compliance
being overlooked, such as unfair pricing or a lack of capacity on the part of suppliers.
Slowly but surely, a new consensus is emerging about the need for engagement with
and support for business partners.

At a minimum, companies should engage in regular and open conversations with
business partners about the expectations, challenges and practicalities of implementing
due diligence. In this way, they are able to obtain insights into the operational realities
of business partners, enabling more tailored support and more effective interventions.
Companies can also incentivise responsible business conduct through recognition
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programmes or preferential business terms. Finally, companies could educate and train
business partners about the importance of paying attention to human rights.

ZOOMING IN: Apple’s approach to supplier engagement®

In recent years, Apple has come under scrutiny due to allegations of human rights violations within its
supply chain. Reports have emerged about breaches of labour law at iPhone manufacturing facilities,
where workers were found to be subjected to working excessive overtime and being penalised for
failing to meet targets.?® To redress these concerns, Apple has intensified its due diligence processes.
The company has implemented a detailed Supplier CoC and engages in thorough evaluations to ensure
adherence throughout its worldwide supply chains. This includes conducting independent audits. To
enhance the understanding and enforcement of its CoC further, Apple has initiated various educational
programmes aimed at providing suppliers and their employees with opportunities for education and
skills development. In 2022, Apple launched a $50 million Supplier Employee Development Fund to
strengthen these educational efforts. Moreover, Apple partners with global organisations such as the
International Organization for Migration and the International Labour Organization. These collaborations
aim to improve the efficiency of its training initiatives and encourage the industry-wide adoption of best
practices.

While examples of engagement with downstream business partners are harder to

find, many companies already facilitate training with sales partners on topics such

as business ethics and compliance. Basic training in human rights or responsible
product use could be integrated into these training sessions — for example, by including
practical guidance on how to identify clients or sales with high human rights risks.®

3.2.4 Working with external experts

To adapt to growing human rights expectations, many companies enlist the support
of “external experts” who can provide vital knowledge or they facilitate conversations
with key stakeholders.® Auditors constitute a first important group of experts. They
can verify not only adherence to human rights standards (which include but are not
limited to CoCs), but also human rights reporting. Yet, unlike the established domain
of financial auditing, sustainability auditing is in its infancy and encounters obstacles
such as the lack of uniform practices.®* In addition, the mostly qualitative nature of
human rights information underscores the critical role of auditors’ expertise and
judgement.®* Scrutiny of auditors and their methodologies is intensifying, a topic we
delve into more thoroughly in section 3.4.

A second group of external experts, which overlap with auditors, are consultants. The
field of sustainability consulting is diverse, ranging from large firms such as KPMG
and Ernst & Young (EY) to smaller boutique consultancies focusing on specialised
services such as due diligence. Consultants can help companies link complex standards
and regulations to business practice. However, the “big four” in particular have also
faced criticism for endorsing compliance-focused strategies that may place regulatory
compliance above dealing with the root causes of adverse human rights impacts.



3.2.5 Collective action through industry and multi-stakeholder
initiatives

The leverage that individual companies wield over business partners is often limited.
In recent years, there has been a proliferation of joint initiatives to respond to
sustainability challenges in global supply chains. Many of these initiatives revolve
around a voluntary sustainability standard (call it a collectivised CoC) that is enforced
through audits and which may or may not be coupled to a certification scheme. A key
distinction can be made between industry initiatives and MSIs: whereas the former are
primarily composed of and controlled by business, the latter also involve (to varying
degrees) civil society, government and other stakeholders. To illustrate the different
approaches to addressing sustainability challenges in global supply chains, we will
examine three prominent initiatives, each representing distinct models of collaboration
and governance.

The Responsible Business Alliance (RBA) (https://www.responsiblebusiness.org/) is an
industry initiative established in 2004 as the Electronic Industry Citizenship Coalition.
Its founding motive was to ensure that the manufacture of products does not contribute
to human rights abuses or environmental destruction. The RBA is structured around

a secretariat that coordinates activities across different working groups, focusing on
issues such as labour, health and safety, and environmental compliance. Its approach
revolves around a joint RBA CoC that is enforced through the Validated Audit Process,
which is designed to monitor compliance with the RBA CoC on the part of members
and their suppliers. The collaborative aspect of the RBA’s approach is most evident in
the fact that audit findings and best practices are shared between members. Members
are also encouraged to learn from one another in a wide variety of events and training
sessions. Finally, the RBA puts various tools and resources at its members’ disposal to
support their due diligence efforts.

The Responsible Jewellery Council (RJC) is a London-based not-for-profit standards-
setting and certification organisation with more than 1,800 members across the entire
jewellery supply chain (mine to retail).* It was founded in 2005 by several industry
associations and major corporations to promote consumer confidence by responding

to ethical, social and environmental issues at every point in the supply chain on a
global scale. The RJC strongly emphasises due diligence and has developed several
tools for its members to implement it. For example, the RJC offers separate toolkits for
HRDD and responsible sourcing of diamonds from CAHRAs. Members currently also
receive guidance to support them in the implementation of the G7 Russian diamond
import restrictions.® This comes after the organisation was plunged into turmoil
following Russia’s invasion of Ukraine, which triggered measures against one of its
most prominent members, diamond mining giant ALROSA. Majority-owned by Russian
government shareholders, ALROSA decided to end its RJC membership in April 2022,
leaving its vice-chair on the board vacant.®

An interesting recent development in the minerals sector is the Initiative for
Responsible Mining Assurance (IRMA). IRMA markets itself as “the world’s most
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rigorous mining standard” and is a consensus-led multi-stakeholder organisation

in which the private sector, civil society and mining communities participate.” This
inclusive governance model provides guarantees of audit independence, whereas IRMA
also maintains an exceptionally high level of transparency regarding the publication

of audit results.*®* IRMA therefore accompanies industrial mining operations in a
trajectory of performance improvement on its 40 “critical requirements”. These
requirements include business integrity, legacy planning, and social and environmental
responsibility. Based on these and other experiences® with collective action in the
domain of due diligence, a number of important observations emerge.

Experience to date allows us to make a number of observations about the role and
functioning of MSIs and industry initiatives.°

1 MSIs, owing to their more inclusive nature, can enhance the legitimacy and
credibility of due diligence processes and this can lead to more comprehensive
solutions that reflect the interests of diverse stakeholders. Industry initiatives, while
by definition less inclusive, could capitalise on deep industry knowledge and tend to
enjoy broader support from within the business community. This insider perspective
allows for the creation of solutions that are more attuned to the practical realities of
the industry, fostering quicker adoption and implementation.

2 Ideally, both MSIs and industry initiatives should be built on a comprehensive
standard that aligns with established due diligence standards, such as those from the
OECD or the UN. By adhering to a consistent standard, these initiatives can ensure
uniform practices across the industry, reducing discrepancies and ensuring that
companies are moving towards compliance with emerging regulatory requirements.
This alignment not only helps companies to meet their legal obligations but also
strengthens the overall effectiveness and integrity of initiatives.

3 For joint initiatives in responsible business conduct to function smoothly, robust
support structures are essential. This includes having a dedicated secretariat
to manage day-to-day operations, coordinate activities and ensure effective
communication among stakeholders.

4 To secure commitment from the business community, the benefits of participating in
MSIs or industry initiatives must be clear and tangible. As legislative pressures and
public expectations of responsible business conduct continue to grow, the advantages
of being part of these initiatives - such as reduced regulatory risk, enhanced
reputation and improved stakeholder relations - will become increasingly apparent.

5 Independent monitoring is crucial to maintaining the credibility of any collaborative
initiative and the standards it upholds. Regular transparent assessments by third-
party monitors help to ensure that the participants are adhering to agreed-upon
standards and that the initiative is making real progress. This external oversight is
key to building and maintaining trust among stakeholders, because it provides the
assurance that the initiative’s commitments are being met.

Note that industry initiatives are not alien to the defence industry. For example,
umbrella organisations from the aerospace and defence sectors in the US and the
EU have established the standards-setting International Forum on Business Ethical



Conduct (IFBEC), but this forum deals mainly with corruption and bribery, not with
human rights.** Similarly, the Defense Industry Initiative (DII) on Business Ethics
and Conduct lays out principles for the business dealings of its members with the (US)
government.'*

Mitigating impacts: relevant lessons for the defence industry

As in other industries, corporate leverage in the defence industry depends on factors
such as the size of a company and its position in the value chain. At the top of the pyr-
amid comprising many thousands of SMEs and several tiers of large contractors are
lead integrators of weapons systems, or manufacturers of small arms and light weap-
ons (whose value chains are less complex). The difference from other sectors is the
central role of governments in driving demand, as customers (through defence pro-
curement) and promoters carrying out the governments' foreign and defence policies,
but also as regulators. In Western countries, regulations include human rights and
international humanitarian law provisions that should be taken into account in govern-
ments' risk assessments during export controls.

In practice, however, the application of human rights stipulations in the law is a matter
of interpretation, subject to the discretion of each government and characterised by a
lack of transparency, including that vis-a-vis the defence companies concerned. Thus,
when applying lessons from other sectors to the defence industry and assessing cor-
porate leverage in it, one must keep the parameter of political power firmly in mind. For
instance, providing weapons to controversial end-users such as the Israeli or Saudi Ara-
bian militaries may contradict the values a defence contractor (claims to uphold. How-
ever, clashing with a partisan government customer may be seen as a greater business
risk compared to any legal, investor or reputational risk involved in such transactions.

This said, the following takeaways can prove to be of value as defence companies
embark on the journey towards downstream HRDD in their industry.

Contractual leverage

In the context of HRDD, contractual leverage implies that companies integrate human
rights safeguards into sales contracts, licence and service agreements, warranty doc-
uments, etc. Such safeguards and controls could include stipulations such as defining
a product's intended use, restrictions on the resale of the product or requiring clients
to impose sales restrictions on their clients. In the arms industry, such stipulations
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are, or should be, contained in the end-user certificates submitted to the export-con-
trolling government authorities. However, government monitoring, especially that be-
yond the first sales tier, can be limited. To extend such monitoring to the later stages
of an arms transfer, some exporting states have introduced post-shipment controls -
for example, those taking the form of on-site post-delivery verification inspections.

Companies in the tech industry, such as HPE and Ericsson, have integrated human
rights policies into their sales processes, providing instructive examples of how to op-
erationalise downstream due diligence principles.

Disengagement

Disengagement by companies from downstream business relationships due to hu-
man rights considerations is rare. In the defence industry, reputational and financial
risks surrounding contract termination are compounded by a lack of clarity regarding
the boundaries between corporate and government responsibility. However, instanc-
es such as the Belgian tech company Newtec cutting ties with the Myanmar military
Jjunta amid allegations by civil society watchdogs highlight the importance of thorough
due diligence.

Working with business partners

In the sectors examined in this study, quite a number of companies facilitate training
sessions with sales partners on topics such as business ethics and compliance. Basic
training in human rights or responsible product use could be integrated into these
training sessions - for example, by including practical guidance on how to identify
clients or sales with high human rights risks. Interviewees confirmed that similar prac-
tices exist in the defence industry. For example, one of the experts in our panel discus-
sion indicated that some defence companies oblige customers to provide training to
armed forces on how to make responsible use of their products.

Working with external experts

The use of auditors and consultants in HRDD is not without its problems. Owing to
the primarily qualitative nature of human rights auditing, the experience of auditors is
critical, whereas the field is still in its infancy. The consulting practices of the “big four”,
in turn, have been criticised for their one-sided focus on compliance. There are also
smaller “boutique” human rights consultancies. The Norwegian defence contractor,
Kongsberg, for example, hired a specialised firm to help it define the outlines of its
HRDD policy and may continue the collaboration in the future.



Industry and multi-stakeholder initiatives

In practice, defence contractors typically operate under the assumption that govern-
ments, through their export controls, bear full responsibility for the human rights im-
pacts of defence-related equipment. However, interviewees from the defence indus-
try point out that the demarcation between the responsibilities of governments and
those of (suppliers to) defence companies is not sufficiently clear.

There is a risk that defence companies remain stuck in a passive role, waiting for gov-
ernments to assign them clear responsibilities through legislation, which then adds
downstream HRDD to their “burden of compliance”. This may or may not happen in the
foreseeable future. Meanwhile, the defence industry could seek proactively to form a
coalition of corporate actors who are willing to enter the conversation.

On this point, our panelists and interviewees suggested several scenarios. For exam-
ple, manufacturers of a certain type of high-impact military product, such as small
arms and light weapons, could form a pilot coalition to discuss downstream HRDD.
Also, industry associations such as the Aerospace, Security and Defense Industries
(ASD) in the EU or the Aerospace Industries Association (AIA) in the US, could take the
lead in creating a “coalition of the willing", building on the work already done on cor-
ruption and ethics in public procurement (IFBEC; DIl). This would expand on the al-
ready existing practice of groups of trusted companies that benchmark one another's
due diligence practices while collaborating on projects under the leadership of large
system integrators.

From the above it is clear that government actors should be part of the conversation
from the outset. Some governments have already demonstrated their commitment to
assigning HRDD responsibilities to companies under their jurisdiction (see section 2.2)
and could therefore prove to be valuable partners.

A key lesson from the sectors examined in this study is that (cross-)sectoral initiatives
successfully create economies of scale and facilitate mutual learning, whereas mul-
ti-stakeholder models add legitimacy and credibility to such initiatives by engaging
governments and civil society organisations in seeking to redress human rights issues,
as has been amply demonstrated in the diamond and conflict minerals sectors.

Specific points to consider are the need to tailor OECD Guidelines to the defence
industry; the need for a secretariat to manage day-to-day operations, and the impor-
tance of the credible, impartial and transparent monitoring of HRDD measures.
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Remediation

The issue of remediation is, unsurprisingly, highly controversial in the defence industry
and brings to the forefront the question of government versus corporate responsibility.
It is, however, beyond the remit of this report to engage in such normative discussions
- suffice to say that this issue needs to be dealt with in future HRDD conversations
between the stakeholders concerned. Meanwhile, it may prove rewarding to consider
the remediation initiatives in place in the tech and minerals sectors, such as the Fair
Cobalt Alliance (FCA), which deals with the issue of child labour in Congolese cobalt
mines.

3.3 When things go wrong: remediation

Remediation involves efforts to restore affected person(s) - or nature - to the
situation they would be in if an adverse impact had not occurred.*> Remediation could
include financial compensation, restitution (e.g., of lands), rehabilitation (in jobs) or
adopting measures to prevent future impacts. When a company is directly causing or
contributing to adverse human rights impacts, it has a clear responsibility to provide
for — or to contribute to - remediation. For this purpose, companies are expected to
establish “operational-level grievance mechanisms”, such as in-house or third-party
complaints mechanisms.

Figure 5: Due diligence according to the OECD - step 6 ‘remediation’.
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For the purposes of this report, however, we are mainly interested in instances where
companies are linked to impacts through their business partners. According to the UN
Guiding Principles, while a company that finds itself in such a situation has no strict
obligation to provide for remediation,** the expectation is nonetheless that efforts are
made to exercise leverage in order to ensure that the third party takes steps towards
effective remediation. At a minimum, companies are expected to cooperate in good faith
with judicial or non-judicial grievance mechanisms.

ZOOMING IN: remediation without expectation

Certain companies contribute to remediation, despite not being directly linked with or contributing

to adverse human rights impacts. For instance, Fairphone, Signify, the Chinese cobalt refiner Huayou
and the Impact Facility founded the FCA, whose mission is to improve working conditions in artisanal
and small-scale cobalt mining. This MSI meanwhile includes downstream companies such as Google
and Tesla, NGOs such as Save the Children and the Alliance for Responsible Mining, as well as mining
companies such as Glencore and the Chinese CMOC. The FCA currently runs a project on a mining
site near the city of Kolwezi in the DRC. They provide protection equipment to female miners for the
washing of minerals and they support under-aged miners to return to school.

3.4 Tracking the effectiveness of actions

Once a company has started implementing mitigative actions, efforts should be made
to track their implementation and results. In addition to efforts for monitoring a
company’s own internal commitments, activities and goals, periodic assessments
should be made of business relationships so as to ensure that progress is being made.*5

Figure 6: Due diligence according to the OECD - step 4 ‘track effectiveness’.
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3.4.1 Audits

The primary mechanism through which companies have previously sought to monitor
the extent to which business partners comply with human rights, including the
expectations integrated into CoCs, is social audits. During a social audit, an auditor
examines the documents provided by the company’s management, conducts physical
inspections of the workplace and interviews both management and (in some cases)
workers. If violations are identified, the company being audited is typically expected to
create and implement corrective actions.

ZOOMING IN: the Responsible Minerals Initiative and evolving auditing practices

One example is the Responsible Minerals Initiative (RMI), which currently has more than 500 member
companies. Anticipating legislation in the US that will require conflict minerals to be disclosed, it was
founded in 2008 (as the Conflict-Free Sourcing Initiative, or CFSI) by the Electronic Industry Citizenship
Coalition and the Global e-Sustainability Initiative °® The RMI audits smelters and refiners of 3TG

and cobalt, the so-called midstream segment of the supply chain, against its Responsible Minerals
Assurance Process (RMAP) assessment standards and offers additional tools to help companies
satisfy the requirements under US and EU due diligence legislation. In 2016, RMI also launched its
Downstream Assessment Program (DAP), which applies to all minerals and caters to downstream
companies (processors, traders and manufacturers) that are not eligible for the RMAP7 The DAP was
recently updated after an OECD Alignment Assessment found significant discrepancies with OECD
standards.1®

While social audits remain the mechanism of choice for monitoring human rights
compliance, the auditing industry has also faced growing criticism. Common criticisms
include potential conflicts of interest arising from the fact that auditors are often paid
by auditees; the lack of transparency and accountability; a one-sided focus on the
“paper reality” rather than the situation as it is on the ground, and a failure to involve
(potentially) affected stakeholders meaningfully.*® Auditing firms and standards-
setting organisations have been slow to respond to these criticisms, although some
efforts are being made to adopt more rigorous standards, enhance transparency and
ensure that workers and communities have a greater voice in auditing practices. A
particularly interesting evolution in this regard is the notion of “worker-driven social
responsibility” (WSR), by which workers themselves are empowered to monitor the
compliance of companies against human rights standards.

ZOOMING IN: Worker-driven social responsibility

WSR is built on the premise that affected stakeholders, notably workers at the base of global supply
chains, should be empowered to monitor corporate compliance with human and labour rights
standards. While WSR often involves audits, it also attempts to offer a response to the shortcomings
of mainstream auditing systems. First, worker participation in the audit process is prioritised. Second,
great care is taken to ensure confidentiality and employee safety (e.g., by organising interviews in “safe
locations”). Third, more attention is paid to auditor training and auditors are required to master the local
language.*®

An interesting example of WSR is Electronics Watch (http://www.electronicswatch.org). This is an
NGO that attempts to improve working conditions in electronics supply chains by bridging the gap


http://www.electronicswatch.org

between public buyers, human rights experts and civil society in production countries. Specifically,
Electronics Watch leverages an international network of monitoring partners, which invariably include
NGOs, trade unions and other worker organisations. On the one hand, public buyers integrate the
Electronics Watch CoC into their contracts with electronics suppliers. On the other, monitoring partners
monitor compliance with this CoC. Monitoring methods are aimed at building trust with workers and at
minimising the fear of reprisals for reporting abuses - for example, by carrying out off-site interviews.
Findings and recommendations are reported in “‘compliance reports” that are used to stimulate a
dialogue with companies and to ensure continuous improvement.

While social audits have mostly been a tool for monitoring upstream partners, some
companies in the electronics industry are starting to integrate human rights concerns
into their audits of sales partners.* This includes integrating a “right to verify” clause
in their agreements with sales partners.

3.4.2 Technological solutions

While attention for sustainability continues to grow, innovations in digital

technology create opportunities for more systematic assessment of human rights and
environmental issues in global value chains. First, a growing number of companies
are soliciting the support of specialised service providers such as EcoVadis, Sedex

and IntegrityNext. Utilising extensive databases, big data analytics and artificial
intelligence, they enable companies to comprehend much better how suppliers
perform in the domain of sustainability. Ideally, these technologies could be applied to
identifying human rights risks in downstream business relationships.

A second technology that is garnering a great deal of attention in the context of due
diligence is blockchain. In essence, blockchain allows information to be stored and
shared across a decentralised network of computers in a way that is secure, transparent
and difficult to tamper with. Think of it as a digital notebook with different copies
spread across a network. Each time a new transaction is registered by one of the users
across the network, it is automatically added to every copy of the notebook, therefore
ensuring that everyone has the same up-to-date record. Because of its setup, it is
difficult to tamper with the information without everyone else noticing. In theory, this
immutability of data, combined with decentralised verification, makes blockchain a
trustworthy and reliable instrument with which to ensure supply chain transparency.?

ZOOMING IN: Blockchain-promises and pitfalls

Many of the erstwhile initiatives involving blockchain emerged from the food industry. One example

is the IBM Food Trust initiative. Launched in 2016, the Food Trust brings together a broad range of
stakeholders from across the food industry, including growers, processors, wholesalers, distributors,
manufacturers, retailers and consumers. The rationale behind the IBM Food Trust is to use blockchain
technology to create a secure, transparent and immutable ledger of food system data that can be
accessed by various parties in the supply chain. While experiences so far suggest clear gains in supply
chain transparency, the implementation of the IBM Food Trust also reveals key challenges. These
include the need for close collaboration and coordination across diverse stakeholders, ensuring
regulatory compliance across different jurisdictions, and fostering trust in blockchain technology.*3

Human rights due diligence in the global defence industry: Lessons from other sectors

/

43\ 59



Lessons from other sectors

/

44\ 59

Another IBM blockchain initiative is designed for the DRC's cobalt sector, where miners often face harsh
conditions. Cobalt is a mineral used by the automotive and electronics industries to make lithium-

ion batteries for electric vehicles, smartphones and laptops. The Responsible Sourcing Blockchain
Network (RSBN), built on the IBM Blockchain Platform, aims to provide transparency and security in
demonstrating responsible sourcing practices. The network should ensure an immutable audit trail

and secure the storage of provenance information, enabling companies to prove ethical production 4
However, the RSBN is designed “to keep cobalt mined by hand out of companies’ supply chains”
instead of allowing for constructive cooperation with the artisanal cobalt sector.

A good example of a constructive blockchain initiative is a platform developed by Consensas, a
Canadian tech company. The platform is adapted to the capabilities available in the artisanal mining
sector and is being deployed in the Just Gold programme of Canadian NGO IMPACT 5 Just Gold
focuses on mining in Ituri, a province in eastern DRC. It allows companies to source artisanal gold
confidently from the DRC while supporting upstream supply chain actors progressively to meet
international market standards.

While some interesting examples of blockchain use can be identified, it continues

to face important challenges.*® First, there may be technical challenges (notably in
developing countries) related to the availability of network infrastructure. Second, the
costs of and technical expertise required for blockchain solutions may raise barriers
to entry, notably for smaller firms. Third, and most importantly, the effectiveness

of blockchain depends not only on the willingness and capacity of actors to collect
data and feed these into the system, but also on the quality and integrity of the data.
This creates clear risks for human error or even for intentional manipulation. Overall,
the potential of blockchain to facilitate more sustainable supply chains has largely
remained unproven. Existing “best practices” mostly focus on realising end-to-end
transparency, which enables tracing the movement of goods without monitoring the
social or environmental circumstances in which these goods are produced.



Monitoring impacts: relevant lessons for the defence industry

Companies in the sectors we examined commonly use auditors to verify the human
rights compliance of business partners. The previous section highlights a number of
caveats surrounding this practice, including the fact that it has mainly been applied in
an upstream context. While WSR may be a promising approach to monitoring working
conditions in supply chains, it is not easily applicable to downstream due diligence in
the defence industry. Nonetheless, interviewees from the defence industry indicated
that the employees of some defence contractors - notably those who are also in-
volved in other sectors aside from defence - also care about their employer's ethical
behaviour and could become more involved in due diligence processes.

It should also be noted that some governments - for example, Germany - carry out
on-site inspections to verify the end-use of their licensed arms exports. During the
Eighth ATT Conference of the States Parties in 2022, post-shipment controls, including
on-site inspections, were a central theme, with several papers addressing the chal-
lenges involved in these processes. These challenges include difficulties in securing
access to importing countries and also ensuring the effectiveness of inspections. For
a more detailed exploration of these challenges, several resources provide insights,
such as SIPRI's briefing papers on post-shipment controls and on-site inspections,
which outline the complexities of conducting such checks and their importance to
verifying end-use compliance.

Companies in the defence sector are increasingly turning to technological solutions to
respond to compliance issues and effect customer screening. There is a growing need
for tools to screen constantly evolving sanctions lists which pertain not only to human

rights concerns, but also to corruption, drugs and other factors. Regarding blockchain,
the same scepticism prevails as in other industries (“rubbish in, rubbish out").

3.5 Communicating due diligence

According to the OECD, public reporting is an integral aspect of due diligence.
Communication must include information on all aspects of due diligence, ranging from
policies and the results of risk assessments to the actions taken to mitigate impacts
and also the results of such mitigating activities. Historically, sustainability reporting
has mostly been a voluntary affair and many companies are reluctant to share detailed
and verifiable information on the human rights impacts of their products and services.
When they do report, companies tend to mirror each other’s reporting habits in order
not to stand out.*® Whereas the available evidence suggests that there has been a
notable increase in reporting on human rights in recent years, only a minority of
companies are actively and systematically reporting on their due diligence processes."®
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Figure 7: Due diligence according to the OECD - step 5 ‘communicate due diligence’.
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However, there are good reasons to expect change in the coming years. On the one
hand, leading (albeit voluntary) sustainability standards such as those of the Global
Reporting Initiative (GRI) are increasingly integrating reporting requirements related
to human rights and due diligence*° into their business practices. The sustainability
reports of companies that follow GRI reporting standards are accordingly able to

offer practical guidance on how to report on human rights issues. On the other hand,
the European CSRD signals a shift towards mandatory reporting. Under the CSRD,
companies will not only have to disclose their (potential) impacts on human rights, but
will also have to report on their policies and actions taken to manage these impacts
(including due diligence processes). But while the EU has developed elaborate (but also
highly complex) guidance on how companies should carry out a double materiality
assessment and should approach the matter of value chains, practical examples of
CSRD-compliant reporting are limited.
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Reporting: lessons for the defence industry

Unlike the CS3D (due diligence), the CSRD applies fully to defence companies. This
includes not just large companies based in the EU, but also non-European compa-
nies with a significant turnover in the EU. In practice, like companies in other sectors,
companies in the defence industry will be expected to undertake a “double materiality
assessment’, namely, an analysis aimed at determining their relevant sustainability
impacts across several sustainability topics. One of these topics (described in standard
ESRS S3) deals specifically with impacts on affected communities. First, companies
will have to decide whether, through the sale or use of their goods, they could be-
come linked to material impacts on aspects such as the security, privacy or freedom
of expression of communities. Second, companies will have to disclose the policies
they have in place and the practical steps they are taking to manage these impacts.

At the same time, it is important to remember that the CSRD contains only a reporting
obligation and does not oblige companies to take action. In theory, companies could
disclose non-action - although in practice it will be difficult for those that disclose
negative impacts to say that they are not doing anything to reduce or reverse those
impacts.

3.6 Policy integration

To ensure that due diligence becomes structurally embedded in business operations,
companies should develop, adopt and disseminate policies that articulate their
commitments to due diligence. Moreover, oversight of and responsibility for due
diligence need to be clearly assigned in the business or organisation.*»

The UNGPs and the OECD Guidelines expect businesses to make a clear policy
commitment to human rights and to implementing due diligence. This commitment
should be approved by management; it should stipulate the business’s expectations
of its personnel, its business partners, and any other relevant stakeholders; and it
should be publicly available and communicated.*?* It can be a standalone commitment,
but ideally it should form part of a broader integrated due diligence policy that speaks
to the different processes that were discussed in this report. The available evidence
suggests that, while a growing number of companies are adopting formal policy
commitments, in most cases these policy commitments do not yet form part of more
holistic due diligence policies.*>* However, the food industry may offer a glimpse into
what holistic due diligence policies could look like.
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Figure 8: Due diligence according to the OECD - ‘embed into policies’.
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Ahold Delhaize elaborates on its due diligence strategy on its website and publishes
elaborate human rights reports that detail the way this strategy is put into practice

ZOOMING IN: Food retail-towards integrated due diligence policies

Food retailers occupy a unique position in global food supply chains, interacting as they do with both
end-consumers and a wide variety of businesses in the agricultural sector and the food industry. As

a consequence, they are not only linked to a wide range of (potential) human rights impacts, but also
face a unique set of pressures to engage with these risks. Responding to these pressures, major food
retailers are in the process of adopting more holistic human rights policies. Consider, for instance, the
case of Lidl. In 2018, it was among the lowest-scoring companies in an Oxfam report on the human
rights efforts of supermarkets.’?4 This report was one of the key incentives for Lidl to start developing
elaborate human rights policies and generating regular human rights progress updates. These updates
contain a series of commitments but they include concrete actions through which the retailer seeks to
redress (potential) adverse impacts in its global supply chains.*s Similarly, Ahold Delhaize elaborates on
its due diligence strategy on its website and publishes elaborate human rights reports that detail the
way this strategy is put into practice.’?®



Policy integration: lessons for the defence industry

Many major defence companies are now putting in place human rights policies, but
not all of them are publicly available. Moreover, only a few of these policies explicitly
reference the UNGPs or the OECD Guidelines; consequently, it is difficult to find spe-
cific details about due diligence provisions in the defence industry.’?” Amid increasing
societal and investor expectations, though, defence undertakings could explore the
innovative practices in other industries. Their commitment to human rights (due dili-
gence) should be approved by management; should stipulate the business's expecta-
tions towards its personnel, its business partners and other relevant stakeholders, and
should be available and communicated publicly.
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Conclusion

Attention to responsible business conduct is gaining ground. Faced with the prospect
of new sustainability reporting and due diligence legislation, and with increasing
client and investor pressures, companies across industries are gradually starting to
implement due diligence processes in order to identify and mitigate human rights
impacts and to communicate such impacts on human rights and the environment. The
defence industry, which has long operated under the assumption that government
export controls would suffice in this regard, is no longer insulated from these
pressures.

In this report, we have taken a closer look at the practical implications of these trends.
How can the defence industry effectively integrate HRDD into its members’ existing
practices? In this respect, what challenges do defence businesses face? What lessons
can be learned from other sectors that are faced with similar challenges? In this
concluding chapter, we attempt to summarise the key lessons that have emerged from
our analysis.

Lesson 1: The defence industry is not unique

Defence companies undoubtedly encounter important challenges when conducting due
diligence, including a lack of transparency in the arms value chain and the fact that

the most severe risks are situated downstream - related to the (mis)use of weapons -
rather than in the upstream supply chain. However, these challenges are not unique to
the defence industry. Similar difficulties are encountered by companies in other sectors,
such as extractives and digital technology. In these sectors, too, complex supply

chains and the downstream impacts of products also present substantial hurdles in
implementing effective due diligence.

Lesson 2: Existing mechanisms fall short of due diligence standards

Whereas both regulators and the defence industry have taken steps to prevent arms
from being misused, these actions - such as government export controls and licensing
procedures — are not a substitute for comprehensive due diligence. Unlike other sectors,



such as minerals, where established frameworks like the OECD Due Diligence Guidance
for responsible supply chains of minerals from conflict-affected and high-risk areas
outline clear risk indicators, the arms industry lacks similarly detailed guidelines. This
gap leaves companies facing ethical dilemmas in assessing human rights risks, such
as sales to regimes with poor human rights records or those engaged in repression.
Without clear standards, many defence companies rely solely on government controls,
which are not designed to deal fully with broader human rights concerns. There is
therefore a pressing need for more nuanced and proactive due diligence processes to be
introduced to ensure that companies can assess the full range of downstream risks and
take preventive measures to avoid contributing to human rights abuses.

Lesson 3: There are lessons to be learned from other industries, but
customisation is required

The extractives and technology sectors are developing several practices that the defence
industry could build upon. Leading tech companies, such as HPE and Ericsson, are
setting a precedent by systematically mapping downstream risks and integrating
human rights safeguards into sales contracts, licences and service agreements. While
similar practices already exist in the defence industry - such as the use of regulatory,
non-re-exportation and hardship clauses - there is room to expand these safeguards
further by drawing on the experiences of the tech and extractives sectors. However,
regarding monitoring, the defence industry faces unique challenges. Tools such as
audits and blockchain, which already have limitations in other industries, may be even
less effective in the defence sector due to the sector’s complexity and sensitivity. This
underscores the need for more tailored monitoring mechanisms that reflect the specific
risks inherent in the arms trade.

Lesson 4: The indispensable role of responsible public procurement

The defence industry operates under a unique dynamic by which governments, as
primary clients, set the rules of the game. Paradoxically, however, the standards
imposed by public buyers often fall short of those set by private businesses (in, e.g.,
B2B relationships). This inconsistency, which is certainly not unique to the defence
industry, leads to frustration on the part of companies. According to the UNGPs,

a state’s duty to protect human rights also extends to public procurement. Any
meaningful progress in this area will require active government involvement and a
commitment to higher standards.

Lesson 5: The power of collective action

Individual defence companies often have limited leverage over their business partners,
which makes collective action within the industry crucial. By collaborating, companies
are able to create a stronger, more unified push toward higher standards. Building
on existing institutions, such as industry associations and multilateral initiatives,
could provide a valuable foundation for these efforts. However, while industry-driven
initiatives could lay a strong foundation for collective action, the involvement of other
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key stakeholders - governments, civil society and international organisations — will be
key to ensuring the effectiveness and credibility of due diligence efforts.

In the current geopolitical context, the defence industry will continue to play a pivotal
role in ensuring national and international security. However, this permanence comes
with an important responsibility: the need to ensure that the industry adheres to
internationally agreed principles regarding responsible business conduct and respect
for human rights. Achieving this will require all stakeholders - governments, industry
leaders, civil society and international organisations - to move past longstanding
divisions and collaborate to find common ground. This collaborative effort must focus
on minimising human suffering by establishing and enforcing ethical standards across
the board. The path forward will be challenging, but the stakes are too high to allow for
inaction or continuing division to persist.
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